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SUBJECT: CYBER SECURITY-SIDEWINDERS RECENT CYBER ATTACK CAMPAIGN IMPERSONATING PAK NAVY

Context. A recent phishing campaign targeting Pakistani officials has been observed. This cyber-
attack allegedly associated with lndian Threat Actor (TA) SideWinder which has been active in Pakistan since past

few years, Threat actor uses phishing emails seemingly originating from legitimate authorities to lure victims into
downloading first stager malwares.

2. Summary_sf aEa*
a. Attack Vector. Attacker sends spear phishing email to lure individuals into downloading

fake audit plan named "CY SEC AUDIT PLAN.docx" (impersonating Cyber Security Directorate,; Naval

Headquarters).

b. Malicious document containing JPG image contacts malicious URL

htttps[:]//paknavy.mod pa k[.]live/70137347 _audttlProfile.rtf and downloads second stager payload to
compromise the victim's computer.

c. Malware TypgExploi!. Trojan/Backdoor.
d. File Behavior. The downloaded file upon execution downloads second stage payload

(Profile.rtfl which is a backdoor with embedded scripts to compromise the system. The backdoor has the
capability tc i'emcteiy cont;'ci the victim's ccmputer and steal data. lt also checks lccal time dur-ing execution to
identify the time zone, indicating that it is targeted malware. lt also possesses stealth capability to remain hidden
during execution.
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Ser File Hash (SHA-256)

1. 896ddb35cde29b5 1ec5cf0dao 197605d 5fd754c 1 f9f45e97 d4Ocd287tb5a2d25

Detection Ratio

29/66

f. Servers. Following details/associated URLs have been revealed during investigation

Ser Domain
Detection
Ratio

htttps fl //paknavy.modpak[.] I 1s1.236.12.150 12/94
rve

a. Personal employed at various organizations be trained against falling victim to such phishing
and socia I engineering attacks.

b. Keep all softwares, OS & browsers up to date to prevent exploitation of vulnerabilities.
c. Deploy email filtering solutions/(malware & spam check) to detect and block phishing emails
d. Disable macros in email attachments by default as these are commonly used in phishing

e n usion/ updation of Malware hashes in Firewall and Threat Intelligence Database
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GOVERNMENT OF PAKISTAN

CABINET DIVISION

,(ApvrsoRY No. 05/2025)

lP address

4. Recommendations

attacks.
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2 Kindly disseminate the above information to all concerned in your organization, attached/affiliated
departments and ensure necessary protective measures.

lslamabad

__ Major Hafiz Adnan Rana

Federar secretary, Ministry of water Resources(MowR), rsratira.bad ,. 
Aiiistant secretary NTISB-ll

Federal secretary (Mocommunication), Ministry of communications,lslamabad(MocM), lslamabad
Special Secretary (Health), Ministry of National tfl[l..sd.i.i_:,-Regulations and coordination(MoN Hs),

Foreign Secretary, Ministry of Foreign Affair-s({OFA), Islainabad
Secretary, Ministry of Defence (Defence DivisionXMOD), Rawalpindi
Secretary, Ministry of Commerce(MQC-),1slamabad ...--

Secretary, Privatisation Division(PRlDlV), tslamabad
Secretary, Ministry of lnteriorAnd Narcotics Control(MOl), lslamabad
Secretary, Ministry of Relig ioui-Affairs and lnter-Faith Harmony(MORA), lslamabad
secretary, Ministry of overseas Pakistanis & Human Resource Development(MopHRD), lslamabad
Secretary, Ministry of Nationaljood Security and Resea rch(MON FSR), lslamabad
Secretary, Ministry of Maritime Affairs(MOMA), lslamabad
Secretary, Ministry of lndustries & Production(MOlp), lslamabad
Secretary, Ministry of Himan Rights(MOHR), lslamabad
Secretary, Ministry of Housing and Works(MOHW), lslamabad
Secretary, Revenue Division(REVDIV), tslamabad
Secretary, National Heritage and Culture Division(NHCD), lslamabad
Secretary, Ministry of Energy (Petroleum Division)(MOpN R), lslamabad
Secretary, Ministry of Energy Power Division, lslama bad(MOEpWD), Islamabad
Secretary (DP), Ministry of Defence production(MODp), Rawalpindi
Secretary (EAD), Economic Affairs Division(EAD), lslamabad
secretary (Education), Ministry of Federal Education and professional rraining(MoFEpr), lslamabad
Secretary (Railways), Ministry of Railway, lslamabad(MOR), lslamabad
Secretary Bol, Board of lnvestment(BOl), lslamabad
Secretary Climate Change, Ministry of Climate Change and Environmental Coordination(MOC C), lslamabad
Secretary Establishment Division, Establishment Division(ESTAB), lslamabad
Secretary Finance, Ministry of Finance(MOF), lslamabad
Secretary lPC, Ministry of lnter-Provincial Coordination(MOlpC), lslamabad
Secretary lT, Ministry Of lnformation Technology and Telecommunication(MolT), lslamabad
Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, Ministry of Kashmir Affairs & cilgit Baltistan(MOKAGB),

Secretary LAW & lustice, Ministry of Law and.Justice(MOLJ), lslamabad
secretary Ministry of Parliamentary Affairs, Ministry of parliamentary Affairs(MopA), lslamabad

lslama bad


