36- DGPR, AGPR, Islamabad

37- Executive Director General (Admin), PEMRA, Islamabad
38- Secretary ECP, ECP, Islamabad

39- Deputy Director Monitoring, FAB, Islamabad

40- ADG (Immigration), FIA, Islamabad

41- Cabinet Secretary, CAB, Islamabad

42- Secretary Establishment Division, ESTAB, Islamabad
43- Secretary NTISB, CAB, Islamabad

SUBJECT: CYBERSECURITY ADVISORY SOCIAL MEDIA ACCOUNT MANAGEMENT

In light of the prevailing security situation, all ministries and their attached departments are hereby
directed to implement the following measures immediately to secure their official social media accounts:

1. Reset Passwords: All official social media account passwords must be reset immediately
using strong and secure credentials. Two-Factor Authentication (2FA) must also be enabled without delay.

2. Use of Official Email Accounts: Only official, designated email addresses shall be used for
registering and operating official social media handles. All personal emails must. be. replaced with official ones
wherever applicable.

3. Prohibit Use of Personal SIMs/Emails:‘No official'social media account shall be operated
using personal SIM cards or personal email addresses under.any circumstances.

4. Use of Corporate SIMs:-Ministries and-departments must obtain and use officially issued
corporate SIMs for all social media accounts, Any existing personal SIMs currently associated with official accounts
must be replaced immediately.

Strict compliance with-these directives;is mandatory. Failure to adhere will not only invite administrative
action but may also significantly increase the risk>of cybersecurity threats.

Dr Haider Abbas
DG -(nCERT)
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1- Secretary Planning, PC, Islamabad

2- Joint Secretary (Privatization), MOEPWD, Islamabad

3- Deputy Director Wafaqi Mohtasib, MONHS, Islamabad
4- Director General, NACTA, Islamabad

5- Secretary General(National Assembly), NAS, Islamabad
6- Director Procurement ERRA, NDMA, Islamabad '
7- Secretary, NSD, Islamabad

8- Secretary Climate Change, MOCC, Islamabad :
9- Deputy Chief-I (Industries & Commerce), PC, Islamabad
10- Federal Minister (Communication), MOCM, Islamabad
11- Economic Adviser, MOF, Islamabad

12- Joint Executive Director Ill (Liquefied Petroleum Gas), OGRA, Islamabad
13- Deputy Secretary (Heritage), NHCD,Islamabad

14- DD-Finance, API, Islamabad

15- Secretary (Revenue Analysis), FBR, Islamabad

16- Foreign Secretary, MOFA, Islamabad

17- Director Admin/Housing, NPF, Islamabad

18- GM (Human Resource), PPMC, Islamabad

19- SAPM for Industries & Production Division, MOIP, Islamabad
20- Secretary IT, MolT, Islamabad

21- Secretary of Interior, MOI, Islamabad

22- Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, MOKAGB, Islamabad
23- Secretary LAW & Justice, MOLJ, Islamabad

24- Director General (Maritime), PC, Islamabad

25- DS EXP (Privatization/Overseas/IPC), MOF, Islamabad
26- Parliamentary Secretary, MOC, Islamabad

27- Secretary Railway Board, MOR, Islamabad

28- DS EXP (Religious Affair/NFSR/BOI, MOF, Islamabad
29- Secretary Science and Technology, MOST, Islamabad
30- Chief (Water Resources), PC, Islamabad

31- Secretary Revenue Div/Chairman FBR, FBR, Islamabad
32- Director General FIA, FIA, Islamabad

33- Chairman, NTCOMM, Islamabad

34- Director General - Admin, NITB, Islamabad

35- Secretary, SENATE, Islamabad



