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GOVERNMENT OF PAKISTAN 
CABINET SECRETARIAT 

CABINET DIVISION 
(NTISB) 

F. No. 1-5/2003/24(NTISB-II) Islamabad, the jA9 June, 2024 

Subject: Cyber Security Advisory - VMWare Workstation & Fusion Patch 
Update (Advisory No. 10)  

Introduction. Multiple vulnerabilities affecting VMWare Workstation & 

Fusion have been identified and addressed through upgrades by VMWare. 

C'VE Details. CVE-2024-22267 (a use-free vulnerability) allows an attacker 

with local administrative privileges to execute arbitrary code on the host. CVE-2024-

22268 (a heap buffer-overflow vulnerability) which can potentially lead to a denial of 

service condition. CVE-2024-22269 & CVE-2024-22270 (information disclosure 

vulnerabilities) allows attacker to access privileged data with local administrative 

privileges. 

Recommendations. Users are advised to apply security patches by 

updating VMWare Workstation to version 17.5.2 or later and Fusion to version 13.5.2 

or later. 

Kindly disseminate the above information to all concerned in your 

organizations, all attached/affiliated departments and ensure necessary 

protective measures. 

All Secretaries of Ministries/Divisions of the I :deral Government and Chief 
Secretaries of the Provincial Governments  

Copy to: 

0' 

• 

Principal Secretary to the PM, Prim Minister's Secretariat, Islkjad 
Secretary to the President, Aiwan-e• Sadar, Islamabad 
Cabinet Secretary, Cabinet Division, Islamabad 
Additional Secretary-III, Cabinet Division, Islamabad 
Director General (Tech), Dte Gen, 1ST Islamabad 
Director (II), Cabinet Division, Islamabad 
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