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GOVERNMENT OF PAKISTAN 
CABINET SECRETARIAT 

CABINET DIVISION 
(NTISB) 

F. No. 1-5/2003/24(NTISB-II) Islamabad, the /0 June, 2024 

Subject: Cyber Security Advisory — Google Chrome Release Security Update 
(Advisory No. 11)  

Introduction.  Google has released an emergency security update for its 

Chrome Browser to address critical vulnerabilities. The update, patches CVE-2024-

4671, which could allow remote attacker to escape the browser's sandbox via specially 

crafted webpages. Another patched vulnerability, CVE-2024-4761, involves an out-of-

bound write in Google's V8 JavaScript engine, also exploitable through crafted 

webpages. Keeping Chrome updated is crucial to mitigate these security risks 

effectively. 

Recommendations.  To safeguard against Chrome vulnerabilities, users 

shall ensure that their Chrome browser is updated to version 124.0.6367.207  or later 

by navigating to Setting>About Chrome and relaunching the browser if an update is 

available. 

Kindly disseminate the above information to all concerned in your 

organizations, all attached/affiliated departments and ensure necessary 

protective measures. 

All Secretaries of Ministries/Divisions of the Federal Government and Chief 
Secretaries of the Provincial Governments  
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