GOVERNMENT OF PAKISTAN
. CABINET SECRETARIAT
CABINET DIVISION
~ (NTISB) Rt o el
F. TN o. 1-5/2003/24(NTISB-11) | . Islamabad, the |ty June, 2024 |

‘Subject: Cyber_Security Advisory — Android June 2024 Parch es/Updates
' I(Advisgl_yr No. 12) _
Introduction. Reccndy, Godgle haé rolled out Android security updates

for June, 2024 via Google Play protect service, fixing 37 vulnerabilities. Thege updates
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are floated in the form of two security patch levels (SPLs) i.e. 2024-06-01 (SPL) to0
resolve 19 flaws in the framework and system components and 2024-OG~05 (SPL) to
addresses 18 flaws in Kernel, Imagination Technologies, Arm, MediaTek and
Qualcomm components. Addjcion:ﬂly, WearOS received patches for 3 vulnerabilities
in 2024-06-01 (SPL), while Android AutomotiveOS (AAOS) includes the 2024-06-05
(SPL) fixes.
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2. Above in view, all Android OS users are advised to enable Google Play |
pro tect service to receive notifications for the latest updates and ensure that the devices

are running the latest security patch level. Also, devices running Android OS are

advised to update to latest versions (11 or above). _ :

3 Kindly disseminate the above informarion to all concerned in your :

organizations, all attached/affiliated departments and ensure necessary

pro tective measures. ' Of.‘/z/ W | s
% |
/ (Muham:}-ad Usman Tariq) |
Assistant Secretary-I1 (NTISB)
Ph# 051-9204560

All_Secretaries of Ministries/Divisions of the Federal Government and Chief ;
»; . . T sl i !
Secretaries of the Provincial Governments Bl

Copy to:

1. Principal Secretary to the PM, Prime Minister’s Secretatiat, Islamg |
B 2. Secretary to the President, Alwan-e-Sadar, Islamabad -
a% : 3. Cabinet Secretary, Cabinet Division, Islamabad ; :
ob B} 4. Additional Secretary-111, Cabinet Division, Islamabad
= % 5. Director General (Tech), Dte Gen, ISI Islamabad :
3 @_ﬁ%“; 6. Director (IT), Cabinet Division, Islamabad df‘
B y ‘
g & Q o * \ e

Chief IT (Svste"“/




	00000001

