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GOVERNMENT OF PAKISTAN 
CABINET SECRETARIAT 

CABINET DIVISION 
(NTISB) 

No. 1:5/2003 (NTISEfal) Islamabad, the g September, 2023 

Subject: - Cyber Security Advisory — WinRAR Critical Vulnerability Exploitation 
via PhirithinO Emails (Advisory No. 521 

i 
Report ly, packers are targeting users with improvised phishing email 

COntaining attachme of password protected WinRAR zip files. Upon unzipping the rare 
fles, in ate autorribicaily executes by exploiting WinRAR remote code execution 
vulneShility . (CVE-2 34o477) on victim's system. The exploitation may result in attacks 

such as rarsomwarelsataLxtraction and data wiping etc 
i 

. 

Above i 'VieW, users are advised for following: 

a. 
l 

DO-  nOt open and download any suspicious email attachment 

6SPecfally password protected WinRAR/VVinZip files. 

V,VinRAR users are advised to update to latest version 6.23 or above. 

Kindly disseminate the above information to all concerned in your 
all ,:attached/affiliated departments and ensure necessary 

otedtive Measure 11 

( uhammad Uiman Tariq) 
A4istant Secre ry-II (NTISB) 

Ph# 051-9204560 

A I Se retaries of Minis ries/Divisions of the Federal Government and Chief 
Secretaries of the Provincial Governments  

Copy to: - 

Secretary,to the Prime Minister, Prime Minister Secretariat Is ad 
Secretatto tlie President, Aiwan-e-Sadar, Islamabad 
Cabinet S.ecretary, Cabinet Division, Islamabad 
AdditionaI,SecEetary-III, Cabinet Division, Islamabad 
Director Genee,a1 (Tech), Dte Gen, IS! Islamabad 

16. Director (IT), Cabinet Division, Islamabad 
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