n‘ “g |

Subject - | | Cyber Security Advisor ~ WinRAR Critical Vulnerabilit Exploitation
G 1 via Phlshlng Emails (Advisory No. 52)

packers are targeting users with improvised phishing email
ontaining & of password protected WIinRAR zip files. Upon unzipping the rare
files, I‘néalwfdre autorna ca]ly executes by exploiting WIinRAR remote code execution
AU|HEHbl.ity (CVE-20 -40477 ) on victim's system. The exploitation may result in attacks
%uch §s ra somware ata~extractlon and data wiping etc.
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2: é* ! ‘Above . e\i, users are advised for following:
| i 1) B}
! t ]‘a. ! not open and download any suspicious email attachment
l ‘. 3 i ‘ especraily password protected WinRAR/WinZip files.
1; i b V:IinRA‘R users are advised to update to latest version 6.23 or above
| 1 l ‘ £ |
3; :s , Kmdly Jlsse;ninate the above information to all concerned in your

oi‘ganyatlons all g““ttac:hedlafflIlated departments and ensure necessary
i’oteé;t!ve measuresfg § TN 5
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