Subject: Cyber Security Advisory — Phishing Attack — PM Earthquake Relief
Fund for Turkey {Advisory No. 05)

Reportedly, threat actors are targeting the government and military
personnel by impersonating as Ministiy of Finance; spreading fake letters/memoranda
via emails regarding Deduction of 2x Days Salary from the Federal Government
Employees to be Debited to the Prime Minister's Flood Relief Donation for Earthquake
Affected Turkey and Syria. (sample email and circular attached as Appendix-I).

2. Users are advised to: -
a Remain vigilant and not to open any email with similar subject unless

verified personally.
b. Administrators are advised to block certain C&C website

hxxps:/ffinance webserviceandsupportsection.com from backend/
firewall to avoid any risks. (screenshot attached as Appendix-Il).

3. Kindly disseminzate the above information to all concerned in your

organizations, all attached/affiliated departments and ensure necessary

protective measures.



Appendix |

i e ey

Coverment of Paketan
Eipance Dhveson
{Regulanon Wing!

annws

Foran BELER e 23l tshumatad (e 97 of Fatnuary. 2675

MEMQEANQ.U.M

subect DEDUGCTION _OF _TWOQ DAYS _SALARY QF FEDERAL
GOVERNMENT EMPLOYEES FOR PRIME MINISTER'S RELIEF FUND. FOR

TURKIYE EARTHQUAKE VICTIMS

The undersigned 1S drocted @ostae that the uitorunate garthquake orcutied 0
Turkey on 67 Febiruary 2023 have catsed sgnihcant human anel livestock causdlibes as well
as witle spread damage 10 privale homes and pubhe infrastroctures, Damage 1o infrasliuciure
nas worsened the humandanan situation To extend maxmum support o Turkish Government
G pEople 1o help them cape wilh [he distractions cansed by Ihe earthguake a lund has been
eutablishodmopened is "PRIME MINISTER'S RELIEF FUND FOR TURKIYE EARTHQUAKE
VICTIMS', it i further penposel deobcuon of salay {Gross Pay & Alpwanues teloe any
geductions) Bom govermment 2 uployees The Cabinet consulered he praposal and approved
e degucions ay under

| Teyh) ey satiy  Of OtticerstiOhcal working i the
Mitasiies Dyt inh!llai|\¢1al:1!l-l\1f;n‘!\inl\lsralmﬁf(_‘mpmirtﬁirlﬁ,'f',\)l"l‘liml wis/Eaiincial
st ulon S C0ministaan 10 sWotkig under the Fedeal Governmaent

i Two tay sitary of OtheersiOtcal o! Cwil and Armad Foreas
i Two duy saliy o Otticers/Olicial bolding post on contract as well as

fump sunt pay packdge meitng M Geale and ‘MP'and 'SPPST Scale and
Dfticers 'Cllicsaly tor ity tecanted o o Eariigh Mishinns

bl Fueties ddaustey sl Divesaient: e dhepp i [y ApRIeach sk DO anans unide!
g, s b o Dands st Hialhatiand, tiene . Oomeaniss ant Msuance Compaes
e

i Ginge tha el Saary Of governaient gmpiyess  prvate property Theselore, ihe

abionse meekoned deduetion wacks be veduntargfoptonal 1 naire and any one 1ot wilhng 16
contabute may wlorm vath i 15 days from thie encular 1o AGPR Isiamabad and respechive
parersaght

4 e amoeunt of goninbulion shalh nol he  ocided n the emoluinens af the
Oticers/Omoals concemed 1o cutalatinn of meome tax and geduetion ol recovery of he
o Rent Chatges










	00000001
	00000002
	00000003
	00000004

