taleiNRUAU, e v March, 2023

Subject: Cyber Security Advisory - Critical Vulnerabiliies in Android Versons-

Recently, Googie nas elensed security  updaies o addrese  oritiead
vulnerabilities (CVE-2023-20951: CVE-2023-20954) for devices, « WY anclrolet viarminns
11,12 and 13 and oider. in add:tion, devices runming androdd versions 10 2ng older fave

i 0

reached End of Life (EoL),

2. Successful exploitation of these vulnerabilities couwd afiow an ahacke o
perform Remote Code Execution (REC) without any user niaracton anc witt no

additional execution privileges required.

3. Users of affected versions are advised to updale W the jafew WS

{minimum android 11 or above) immediately

4, Kindly disseminate the above intormation to al concermned in your
viganizations, all attached/affiliated denariienls end susue PHCRS Saly

prolective measures,
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