SUBJECT: FAKE TESTING SERVICES-JOBS HIRING SCAM (ADVISORY-66)

I am directed to forward the copy of the letter No. 1-5/2003 (NTISB-II)
dated 29" September, 2021 received from National Telecom & Information Technology Security
Board on the subject, for taking precautionary measures as advised in the letter and for uploading

on FBR website.



Subject: Fake Testing services — Jobs Hiring Scam (Advisory No. 66)

i, Over View Public and private sector organizations use the services of Testing Services
in Pakistan to conduct job test for various posts. Educational institutions also get their entrance and
admission tests conducted by these testing service companies in Pakistan. Apart from some
popular testing services like NTS or PTS in Pakistan, some fake organizations are also working in
the country, which appear every new month with different names. These fraudulent testing services

publish job advertisements and large number of people whether jobless or not fall victim of it.

2, Platforms being used

» Print Media
» Social Media (Facebook / WhatsApp)
¢ Job Hiring's Websites

3. Risk
Employees
+ Government Employees: Low
o Private Employees: Medium
4. Technical Summary Ideal Testing Service is among one of these fake testing

services. ITS publish its advertainment on its website and newspaper, lot of job hiring websites and
social media groups post these fake ads on their platform without checking the legitimacy of these
ads just for the sake of bringing traffic on their platform. They usually charge round about 500
rupees through bank account or mobile account like Easypaisa. If someone try to visit website
https://www.idealtestingservice.com, browser will show domain expire message as shown in figure

Annex-A

5.  Reporting of Suspicious Files / Emails. Any malicious activity may be reported to

this organization on the following email address for analysis and suggesting mitigation measures: -

asntish2@cabinet.gov.pk
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Ye uieal haureal nath hai nana sa pat

cakiglmn L irshad Abhmed

Do not apply on this site for any job because its
fraud

Framigtan — Mukhtar Shah

its totally Fake. i lost my money

.

One such Ad and its analysis are given below:




REGENT INTERNAT]ONAL HIGH SCHDOL ﬁ
PAKISTAN e’

JOB OPPORTUNITIES
A Progressive Public Soctar Qrganiration roquires the services of following personnel for
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G FOR SUBMISSION OF APPLICATION
1. All .\upmnhnnnu ekl b(- on ¢an|rnc| basis | inllh\llv. Minorities & Dn 'n:icvrl nlto can
apply. |
2 lntuu-\.tnd :anﬂldan-s np fy ONLINE at i
’E: 14 A IrailUAB Al candidates must
subnﬂ: their loe R; 650/ lnlc ofll:lal .l-uzc.'uh a/c through TILL 1D 0QL2&E283 {Diay
*786°0H B entor this TILL 10 00176783), Those candldates who want to apply more |
lh.‘un one Post must submit separate application form & feoe, 4
3. For fec submission candidates can use Personal/Relatives/Shopkecper account. |
a4, Received TID considered the evidence of fee submission. ‘F
L After test only shortlisted candidates will be called for Interview. No TAJOA is i
namissible, Principle/Head office has the right to reject any or all applications
without assigning any reaton; this will be not challenped in any court of law,

| B, Last date to apply is
Director (HRM) P.Q. Box # 849, GPO, New Multan
For Query Email: idealtestingservice@gmail.com

Fig.1

The Ad given in fig.1 is for REGENT INTERNATIONAL SCHOOL which is located in
Pakistan but after some research one can easily see that no such school exist in Pakistan in
fact the school is located in UAE and also the advertisement is very poorly described and

unrealistic like :

I. On the top of the Ad Regent International School is written but in description
* progressive public sector organization™ is written,

2. Pay Scale is given as SPS which is used by Strategic Organization like
PAEC/NESCOM ete.
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