
GOVERNMENT OF PAKISTAN 
REVENUE DIVISION 

FEDERAL BOARD OF REVENUE 
INFORMATION TECHNOLOGY WING 

***** 

SUBJECT: FAKE TESTING SERVICES-JOBS HIRING SCAM (ADVISORY-66) 

I am directed to forward the copy of the letter No. 1-5/2003 (NTISB-II) 

dated 29th  September, 2021 received from National Telecom & Information Technology Security 

Board on the subject, for taking precautionary measures as advised in the letter and for uploading 

on FBR website. 

jid Raza 
Second Secretary (IT-D /6/ 

(Sa  
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Chief (FATE), Federal Board of Revenue (HQ), Islamabad.  
IT Wing's U.O.No.1(106)SS(IT)/2020-ADV/ 162403-R Islamabad the 11th  October, 2021 



GOVERNMENT OF PAKISTAN 
CABINET SECRETRIAT, CABINET DIVISION 

NATIONAL TELECOM & INFORMATION TECHNOLOGY SECURITY BOARD 
(NTISB) 

No. 1-5/2003 (NTISB-II) Islamabad 21September, 2021 

Subject: Fake Testing services — Jobs Hiring Scam (Advisory No. 66)  

Over View  Public and private sector organizations use the services of Testing Services 

in Pakistan to conduct job test for various posts. Educational institutions also get their entrance and 

admission tests conducted by these testing service companies in Pakistan. Apart from some 

popular testing services like NTS or PTS in Pakistan, some fake organizations are also working in 

the country, which appear every new month with different names. These fraudulent testing services 

publish job advertisements and large number of people whether jobless or not fall victim of it. 

2. Platforms being used 

Print Media 
Social Media (Facebook / WhatsApp) 
Job Hiring's Websites 

3. Risk 

Employees 

Government Employees: Low 

Private Employees: Medium 

Technical Summary Ideal Testing Service is among one of these fake testing 

services. ITS publish its advertainment on its website and newspaper, lot of job hiring websites and 

social media groups post these fake ads on their platform without checking the legitimacy of these 

ads just for the sake of bringing traffic on their platform. They usually charge round about 500 

rupees through bank account or mobile account like Easypaisa. If someone try to visit website 

hftps://wwwidealtestingservice.com, browser will show domain expire message as shown in figure 

Annex-A 

Reporting of Suspicious Files! Emails. Any malicious activity may be reported to 

this organization on the following email address for analysis and suggesting mitigation measures: - 

asntisb2@cabinet.gov.pk  
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Lot olpeople are also complaining about it on social media 

-1Thes atts ds !frt.:My d ease ;:ea at e 'ton thls testrnp serv:ce. these a.'e 
v.rncl ity7“. 

Szeea Wish 
Ye lineal bat real flan hat nan-e Sa pals char ;a at 

Do not apply on this site for any job because its 
fraud 

r r • Pak:Star Nlitklitar Shah get 
‘W,  

ite 

its totally Fake, i lost my money 

One such Ad and its analysis are given below: 
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PROCEDURE FOR SUBMISSION OF APPLICATION 
All appointments will hr on .conTrArt hat}, initially. Minorities R Disabled also can 

aPPIY. 
Interested candidate...3W+, ONLINE  at  

SZ=STICE1 candidates must 
submit their foe Vls.45.0/• into official Jaircash a/c through TILL ID orairtm fetal 
Lies,L.pts er. enter this TILL 10 9-p__1242133_LThese candidates who want to apish/ more 
than one post must lubatit separate application form R fee. 
Cyr lee submission candidates can use Personal/Relatives/Shopkeeper account. 
Received YID considered the evidence of fee submission. 

Si. After test only shortIrsted canclidates will be called for Interview. No TA/DA Is 
t.an,issibte. P•InCIple/Head office has the right to reject any or all applications 
without assigning any reason; this will be not challenged In any court of law. 

6. Last date to apply Is r4....n40,44 

Director (14RNI) P.O. Box U 849, GPO, New Multao 
For  Query  Email: IdealtestIngseryice@Small•com  

The Ad given in fig.! is for REGENT INTERNATIONAL SCHOOL which is located in 

Pakistan but after some research one can easily sec that no such school exist in Pakistan in 

fact the school is located in UAE and also the advertisement is very poorly described and 

unrealistic like : 

I. On the top of the Ad Regent International School is written but in description 

progressive public sector organization-  is written. 

2. Pay Scale is given as SPS which is used by Strategic Organization like 

PAECNESCOM etc. 

Recommendations: 

Before applying for any job check credibility of testing service 

Check whether this recruiting agency is registered with relevant bodies like SECP, 

FBR. 

visit official website of the company/organization whose name is given in ad. 

Google the facts given in ad whether they are realistic. 
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