Subject: Malware Alert — Fake Windows 11 upgrade (Advisory No. 5)

1. Threat actors are distributing fake Win11 upgrade installers infected with
RedLine malware which captures password, browser cookies, credit card and
cryptocurrency wallet information grabber etc.

2. Users are advised not to install Win 11 other than Official Microsoft website
(Microsoft.cam).

3. For any query or reporting malware, please forward the same on following
email address: -

asntisb2@cabinet.gov.pk

4. Disseminate the same message in your organizations, all attached /
affiliated departments and ensure necessary protective measures.
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