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beer Security Advisory — Malware Tar rgeting Unmgned vSphere
lnstallatlon Bundles (Advisory No. 44)

Context ;ﬁA malware targeting computer systems through vSphere has been
!denttﬂed In casee of successful exploitation, an attacker can gain administrative

prlwleges and use unmgned vSphere Installation Bundles (VIBs) to inject
backdoors on a compromlsed ESXi host.

7 8 Sghere Product VMware is VMware's cloud computing virtualization
platform It mciudes a vCenter Configuration Manager, vCenter Application

Dlscovery Manager and vMotion to move more than one virtual machine from one
host Server to anot}\er

3. ; ap_abliltleSmof Matware

& - ‘I a. l Maantalns Persmtent administrative access to hypervisor.,
B Sends}commands to hypervisor to route to guest VM for execution.
c a _ Transfg;rs fiies between ESXi hypervisor and guest machines.
'd. - Tampers logging services on hypervisor.
e . Execdié arbitrary commands from one guest VM to another guest VM
f 1 runnmg on‘the same hypervisor.
4, Recommendatmns Administrators of vSphere are advised to enable

Secureboot feature m ESX| In case of any issue, product vendor may be approached

for enabhng Secy eboot Further, to avoid malware propagation, hardening of

‘X

'i;
vSphere t;e ensureg through following steps (but not limited to):-
; a. | Network Isolatlon At time of configuring network settings on ESXi

{ ]
} 1 hosts,: oniygenable VMkernel network adapters on isolated management

! network E
e | 3 :
tib. 3 Identity and Ac ccess Management
A Decauplmg ESXi and vCenter Servers from Active directory.

F(2) Use vCenter Single Sign-On. Enforce multi-factor authentication

(MFA) for all management access to vCenter Server instances and

; W store all administrative credentials in a Privileged access
E ‘ Management (PAM) system.
% o Services Management

$ (1) Restrlct services and management of ESXi hosts, implement
k i !ockdown mode, this step will ensure that ESXi hosts can only be
g | %ccessed through a vCenter Server.
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(2)  Configure the built-in ESXi host firewal_lfto restrict managemie }
access only from specific IP addresses‘? | !
d. Log Management. Ensure all ESXi host and vCenter Server logs
are being forwarded to the organization's SIEM solution. '

5, Kindly disseminate the above message to all concerned in your

ministries/ divisions/ departments including &ll attachedl afﬁhated departments
and ensure necessary protective measures. ' ‘
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