Islamabad, the 1% October 2023

/ Sub e'ct' _cumtv Advisory — User Level Common Oversights {Advisory

08 NOV 2023

C rewaied repetitive cr cal 0ver3|ghts/non conformities, particularly following:

CLA4F> ! !f 5

i a. wbnnectmty of internal networks with internet.
o} lneffectwe password management policy.
2, Credentxals sharing.
d. Dewce control mechanism are observed
2. ‘ Recommendatlons Following remedlal measures to safeqguard

‘‘‘‘‘

a. Aﬂ mterna! network based IT systems/user terminais (including
e gty d‘ﬁlmal correspondence system) should not be conpeciad to

.\/a/ PassWord policy be enforced cn all systems. Minimum criteria

s&iould include 10x character length (at least 1x special and 1x

S ugper case character).
t = - i ‘I g
3 & Ff-ﬁssvx(ords must not be saved in browsers nor written/pasted on
desks Clear desk/clear screen policy be ensured by all

appointments.

d. Sharing of credentials (user name/password) be strictly avoided.
e. S;éparate USBs (after whitelisting) be used for official systems.
i Strict | device-control policy, particularly on USBs be
iﬂf#g)ia—:ff*erried
% o {.g. Fﬁmurdmg of official e-mails to personal e-mail accounts be
8 2 stﬁlctiy avoided.
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3. Kindly disseminate the above information; to all concergnedil‘;n your |

organizaticns, all attached/affiliated departments |

‘1 L .., 3
ensure necessary i
protective measures. 1 i
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