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revealed repetitive critical Oversights/non-conformities, particularly following: 

Connectivity of internal networks with Internet. 

Ineffective password management policy. 

, c. Credentials sharing. 

d. Device control mechanism are observed. 
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Contr.' (W.1 Cyber Security audit of different Ministries/Departments has 
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2. Recommendations. Following remedial measures to safeguard 

a ainst falling prey to Cyber incidents are emphasized: 

All internal-network based IT systems/user terminals (including 

officiaj correspondence system) should not be connected to 

't -̂,ternbt 
dri 

Pas:JWord policy be enforced on all systems. Minimum criteria 

should include 10x character length (at least lx special and lx 

upper case character). 

Passwords must not be saved in browsers nor written/pasted on 

desks Clear desk/clear screen policy be ensured by all 

appointments. 

d. Sharing of credentials (user name/password) be strictly avoided. 

Separate USBs (after whitelisting) be used for official systems. 

Strict device-control policy, particularly on USBs be 

Hpiz::5.rterited. 

g. Forwarding of official e-mails to personal e-mail accounts be 

strictly avoided. 



3. Kindly disseminate the above information t6 I concerned in your 

organizations, all attached/affiliated departments açi ensure necessary 

protective measures. 
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MtNalfiniadisfaveed) 
Deputy Secretary (NTISB) 

Ph# 051-9204560 

All Secretaries of MinistriesiDivisions of the Federal Government and Chief 
Secretaries of the Provincial Governments 

Copy to: 

Principal Secretary to the Prime Minister, Prim4 Mi 
Islamabad 
Secretary to the President, Aiwan-e-Sadar, Isl 
Cabinet Secretary, Cabinet Division, Islamaba 
Additional Secretary-III, Cabinet Division, lslar4ali 
Director General (Tech), Dte Gen, 151 Islamab 
Director (IT), Cabinet Division, Islamabad 

ister's Secretariat, 
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