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GOVERNMENT OF PAKISTAN
CABINET SECRETRIAT, CABINET DIVISION
NATIONAL TELECOM & INFORMATION TECHNOLOGY SECURITY BOARD
(NTISB)

No. 1-5/2003 (NTISB-II) Islamabad 28 December 2021

Subject: Cyber Alert — Telegram Malware Threat (Advisory No. 89)

1. Attackers use the Telegram handle “Smokes Night” to spread Echelon infostealer,

which steals credentials of users. Users are advised to avoid such campaigns on telegram
platform and report “present).rar” as it is a malware.

2 Cisseminate the same message in your organizations, all attached / affiliated
departments and ensure necessary protective measures. For any query or reporting
malware, please forward the same on following email address: -

asntisb2@cabinet.gov.pk

ot Major
3 (Mul’émmad Usman Tariq)
Assistant Setretary-1l (NTISB)
/ Ph# 051-9204560

/

All Secretaries of Ministries / Divisions of Federal Government and Chief Secretaries of
Provincial Governments.

Copy to: -

Secretary to the Prime Minister, Prime Minister Secretariat, Islamabad
Secretary to the President, Aiwan-e-Sadar, Islamabad

Cabinet Secretary, Cabinet Division, Islamabad

Additional Secretary-Ill, Cabinet Division, Islamabad

Director General (Tech), Dte Gen, ISI Islamabad

S I I N

Director (IT), Cabinet Division, Islamabad
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