SECRET
GOVERNMENT OF PAKISTAN
CABINET SECRETRIAT, CABINET DIVISION
NATIONAL TELECOM & INFORMATION TECHNOLOGY SECURITY BOARD
(NTISB)

No. 1-5/2003 (NTISB-II) Islamabad 3 March 2021

. Subject: Advisory - Prevention Against Exploitation of Website (Baluchistan
Revenue Authority) (Advisory No.09)

1 Critical vulnerabilities have been identified in website of Baluchistan Revenue
Authority (bra.gob.pk) that can lead to exploitation, sensitive data leakage,
compromise and remote takeover of user sessions & accounts. Identified

vulnerabilities (screenshots attached at Appex - | to Appex - V) are as under:-

a. Citizens' Private Data Leakage (including CNIC and NTN)
b Cross Site Scripting
c: Insecure Session Cookies
d Stake Traces and App Debugging Enabled on Public Web Pages
e Use of Vulnerable and Deprecated JavaScript Libraries
2. Impact of above-mentioned vulnerabilities and guidelines for prevention are

attached at Appex-VI for compliance.

3. For any query or reporting malware, forward the same on following email address.
asntisb2@cabinet.gov.pk
4. Forwarded for perusal and dissemination ofkf\ormation to all concerned and under
command, please. A\ 1 6 ‘
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Y.+ (Ch USman Firdobss)
sistant Secretary-ll (NTISB)
Ph# 051-9204560

All Secretaries of Ministries / Divisions of Federal Government and Chief Secretaries
of Provincial Governments

?opy tgt.acretary to the Prime Minister, Prime Minister Secretariat, Islamabad
2. Secretary to the President, Aiwan-e-Sadar, Islamabad

3. Cabinet Secretary, Cabinet Division, Islamabad

4. Additional Secretary-ll, Cabinet Division, Islamabad

5. Director General (Tech), Directorate General, I1S|, Islamabad

6. Secretary, NTISB, Cabinet Division, Islamabad

7 Deputy Secretary, NTISB, Cabinet Division, Islamabad

8. Director (IT), Cabinet Division, Islamabad
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Appex - VI
GUIDELINES FOR PREVENTION AGAINST WEBSITE EXPLOITATION
8 Summary of identified vulnerabilities, impact and prevention mechanism are as
under:-
Ser Vulnerability Impact
a. | Citizens' Private Application API is returning private data such as
Data Leakage. CNIC along with names of citizens without any
: authentication checks.
b. | Cross Site Scripting Website is vulnerable to XSS that can be used to
(XSS). hijack user sessions or change content of web
pages.
c. |Insecure Session | e Session Cookies are lacking flags such as
Cookies. " Secure" and "httpOnly" that may lead to session
' exploitation.
d. | Stack Traces /|e Stack Traces and debugging messages give
Error Messages on | 4,apje information to attackers about underlying
Public Web Pages
and ASP, NET system during reconnaissance phase of attack.
Debugging is
JsEnabledisn e SRR : :
e. | Use of deprecated | « JQuery version 14 is vulnerable to XSS attacks.
and vulnerable
Java Script
libraries.
2. Prevention Against Citizens Data Leakage. Application APl's returning citizens

be accessed by authorized persons only.

3. Prevention Against Cross Site Scripting

a.

Filter input on arrival. At the point where user input is received; filter the

expected or valid input.

Encode Data on Output. At the point where user-controllable data is

output in HTTP responses, encode the output to prevent it from being
interpreted as active content. Depending on the output context, this
might req[Jire applying combinations of HTML, URL, JavaScript, and CSS
encoding.

Use appropriate Response Headers. To prevent XSS in HTTP responses

that aren't intended to contain any HTML of JavaScript, use the Content-
Type and X-Content-Type-Options headers to ensure that browsers interpret
in the responses in the way the administrator intends.

Content Security Policy. Use Content Security Policy (CSP) to reduce the

severity of any HTML of JavaScript, use the Content-Type and X-Content-

Type-Options headers to ensure that browsers interpret the responses.
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Stack Traces / Error Messages on Public Web Pages and ASP, NET Debugging

In production environment; output application errors be kept as log life rather
displaying on web pages to public.
Configure server-side technology stack to disable debugging in production

environment.

Vulnerable JavaScript Libraries. Use the latest and secure version of JQuery.

General Security Measures.

a.
b.

C.

Upgrade OS and IIS web servers to latest version.

Website admin panel should only be accessible via white-listed IPs.

Complete analysis and penetration testing of application be carried out to
identify potential threats on routine basis.

Compete website be deployed on inland servers including database and web
infrastructure.

HTTPS protocol be used for communication betweerrclient and web server.
Application and database be installed on d_iff—e‘rent machines with proper
security hardening.

Sensitive data be stored in encrypted from with no direct public access.
Proper security hardening of endpoints and servers be performed and no
unnecessary ports and applications be used.

Update antivirus tools / firewalls be used on both endpoints and servers to
safeguard from potential threats.

Enforce a strong password usage policy.

Remote management services like RDP and SSH must be disabled in
production environment.

Deploy web application firewalls for protection against web attacks.

Employ secure coding practices such as parameterized queries, proper input
sanitization and validation to remove malicious scripts.

Keep system and networks devices up to date.

Long retention policy must be devised for at least 3x months on separate

device, for attacker's reconnaissance.
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