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GOVERNMENT OF PAKISTAN 

CABINET SECRETRIAT, CABINET DIVISION 
NATIONAL TELECOM & INFORMATION TECHNOLOGY SECURITY BOARD

(NTISB)

f"

Islamabad 3 March 2021No. 1-5/2003 (NTISB-II) 

Subject: Prevention Against Exploitation of Website (BaluchistanAdvisory
Revenue Authority) (Advisory No.09)

Critical vulnerabilities have been identified in website of Baluchistan Revenue 

Authority (bra.gob.pk) that can lead to exploitation, sensitive data leakage, 
compromise and remote takeover of user sessions & accounts. Identified 

vulnerabilities (screenshots attached at Appex -1 to Appex - V) are as under:-

1.

Citizens' Private Data Leakage (including CNIC and NTN)
Cross Site Scripting 

Insecure Session Cookies
Stake Traces and App Debugging Enabled on Public Web Pages 

Use of Vulnerable and Deprecated JavaScript Libraries 

Impact of above-mentioned vulnerabilities and guidelines for prevention are 

attached at Appex-VI for compliance.

For any query or reporting malware, forward the same on following email address. 

asntisb2@cabinet.gov.pk
Forwarded for perusal and dissemination of Information to all concerned and under 

command, please.

a.

b.
C.

d.
e.

2.

3.

4.

,11 (NTISB)
560

AH Secretaries of Ministries / Divisions of Federal Government and Chief Secretaries
of Provincial Governments

-Copy to: -
1. Secretary to the Prime Minister, Prime Minister Secretariat, Islamabad
2. Secretary to the President, Aiwan-e-Sadar, Islamabad 

Cabinet Secretary, Cabinet Division, Islamabad 

Additional Secretary-ll, Cabinet Division, Islamabad 

Director General (Tech), Directorate General, ISI, Islamabad 

Secretary, NTISB, Cabinet Division, Islamabad 

Deputy Secretary, NTISB, Cabinet Division. Islamabad 

Director (IT), Cabinet Division, Islamabad

3.

4.

5.

6.

7.

8.

SECRET

mailto:asntisb2@cabinet.gov.pk


V "v'• ll
O'V n*<oC)o% o Appex-1o"v

^ 5-
O) ^

SENSITIVE? PRIVATE CIT^ZENS, DATA LEAKAGE•C' V*

O
5 n-'V *V

C A Motiecur^b'fa.gob pV<-■
C A Notsrfure bf.xgoh.pli %

V
O'I. rl'% t'. \)lid?*ett fund Bal < u > %)rs from Provincia < || >

’o
0/ H'TAXPAYER REGISTRATION 

APPLICATION
TAXPAYER REGISTRATION 

APPLICATION
OV' G%- o%

*'VBRA Registrjiion. who alrtaijy 
hiveNTN

BRA Regjjfaiion, who already 
havfcK&i

<> ro
N^\NTN |l 234566 ;

Taxpayer incividl^l -f. 
Typ* ^ <0

Hi
OP

]Q12345676 %er Taxpayer individual aop company 
Type

COMPANY■o N
•>v Q)

CNIC 56807-3
mShammao SAEED KHAN

CNIC ; 61101-1967260-9 
Name MUHAMMADUMERAZIZ 

Referencej I

G
>-Name

Refefen^J
CsNo.

<A
G '

No.
mT GG G A Not secure bra.gciijii^C A Not secure bra.gob.pk

V 0CJ)
;9

Vacancies cijfiibui < i! >consolidated func < ||
• S-Vo

:GTAXPAYER REGISTRATION 
APPLICATION

TAXPAYER REGISTRATION 
APPLICATION2/</ GG GV - OG GBty^egistration. who already 

have NTN
G BRA P.egisuation, who already 

have NTNU
G'G GG v

rjj^TN [1234S68 
Taxpayer individual aop company

]{!□ NTN [1234S69 | |S Ly

Taxpayer individual aop /Jmpany
Type

G
OV' Type GG °) CNIC ;42401-50190,«^9

Name ^ZZAT^.........

Reference] ^
No •.

GCNIC 42101-6335080-1G>
MUHAMMED NAWAZ ABftAName

Reference v.
tv■9 Noo

GGo- -G \G9
<j G9 O

'1^ GGG
V. 'n

G G 'vG9 ;9G G G6“
9G' G 9\ 9 O'v;v

4^ N e-
/N.

i



«r, ri'y V "V
o1-'

X. <^5'
•0X' o% C' Appex-11°) o\■<?

<b X <*
<> '>. ■^ CROSS SITE SCRIPTING /•>

T/a-
&

□ «„►<> CvRe^jsst Respond

Vi Actions v
V n-ru (S-\

^U) 123 li Actions v X'X XAppld(ebKit/537.35.%m.I like Gtckol Chroie/87,0,42gO,e8 
Sifari/537,36 X

6 Content-Typ^t npptiotion/t-vwfofi-url encoded:
charse^F-8 

"Accept: */»
J^rigin: https://bra.gob.pk 
x Sec-Fetch-Site: sape-origin
10 Sec-Fetch-ltode: cors
11 Sec-Fetch-Oest: eipty 
U Reftrer;

https://bra-, gob ,pk/fcgistr»tion/N»PiVistr»t ion. aspx 
li kcept-Encoding; gzip, deflate ^ 
li Accept-Language: en-US.tnj^M 
15 Cockle: ASP.ier SessionI

.'o
O <>o-X 5-v •X-'

X Pegistntioonblf.TK',' clasF>\'Labtli,%M</spin> 'o
t-.X

XXe-
^rlPegistrationlJtitKTHk* typHW ya'Jje^7lphallillllllimiim^1er 
etu*.Hi do Leadro^syBoi,null,true,true) :\’ st yl e=\*back ground • col or i^it e r.ir

rtPlKaUderlpCtrlRegistrationUtitChtckDigitk* tjfe=V*ieit^lufc\'5\* ia>| 
, i£33; ^ 53;, t rue, Val idat efiegist rat ionllTN, Hide(Mwi&S), null ,t rue. t a

v ~ '

Siirr^imTigirfaTfrua i
xid** Xi:praUJAXControJ.s^aatePage=truei_LASTFOClJtiJI9STAr? 

[R2B...^34
ctlC^CfrrtertPlaceHoliierUarlRegistfat’onUrdoRegistrationX C;' 
ype=^lVoi'twtPlacetijlderl$QrlRegistratianlttitNTtJ=c.)^

1 .. ■ v‘ SIH.
^U00tContentPlaceHolderHCtrl?legi>tratisnlttttCnp^3eg:t=5i»

<r-

o
>1 X&

X X
\ I

X X ,
X

xvX
V X</

X >.
X'

X XX •'>-
!bvo :xx X

XX' G XX o
X Xe- X

X X XX t-XX XXX X'X«/ .xX
X X> XX

X x'V. xX •1

'XV*x • :

X G
X

X
<£•X

/N.

I

https://bra.gob.pk
https://bra-


Q»

Appex - IHV' o
o

0 5-%<1 0</
INSECURE SESSION COOKIESv" a.-6-

0<• 0 =^C9
Request

3-i:r»23 I" Mionsv

AppleJfebKit/SJT.gMH., like Geckj) Chro»</37.0.4280.88 
Safari/S37.36 OT

■j Content-Type: applkation/x-w^-fon-urlencoded:
char5^=(?F-8 

* Accept: V1
^cjrcgin: https://bra.gob.pk 
% Sec-Fetch-Site: saie-origin
10 Sec-Fetch-Hode: cars
11 Sec-Fetch-Dest: enpty
12 teferer:

https: //bra .gob, pk/Regist rat ion/Na^egist rat ion. asp«
13 Accept-Enco^pg: grip, deflate, k-
14 Accept-Language: en-US,en:o^8____________
lllCockie: ASP.NET SessionId=6tiv.Tahil^bvkjggfpisw |

Respor.se%•
■V

JJUJ Raw ^(ii'def In Actions v 
■•h ’■% "v

(o -Q
<7jlv

oG
oAv 5-

.Regist rationlj bl’ cl3ss=\‘Label^fP</5p3n> V
"oO.o <io

a-0^ AV•v
</ %o ItrlFeoistratm^tetHDA* typfVteitV valuM'llpteUllUlllinUU^axier 

will,true,trwisV style=\*backgroi/nd-color.%ite;»i(

it Pi» WjI oirlJCt riRegist rat ionl it (JieckOigit\* type*\teiV^lue«\,5\* m 
^^.lAfliy^.true^lidatertgistrationhmKideC^oi&jsy.nult.true.tri1'PraUJWControls<&ePa!t'tfuel LA5Tr0QJS»4 VIBfSIATE*

r» -Q l»lt >•- . r- .
Ui45.,.p3Wi . - ~
ctlOOfCogt eetlHaceHolderifCt rlRegistrationlJrdoitgist rat ionl. t 
yp^^lwiContentPlaceHaldsrUCtrlPegistranonlputifrtk' o> 
AohallllllllllUUli

Q,lktTcOfContentPlaceHolderipctrlRegi5tratianlptt;0'.t^git=6i

Id

O '
O

'v:
fnO' t/.V

■i Vv<> %"V0</o a-o
i'

>•v. G*'
r;- v-'oO

;Qri
c>°C oo

0 Av'v 0
■oo0%" Vv G%o

0 %0 *V n.-oV ■> a-G ‘"’i

\ V% y'’jGO •o
0G

oG ' ^G O\ o
•V'00 0

V 0X 'O
■z'.

https://bra.gob.pk


O ''V ‘0, O% °) Appex - IV ‘%<l> e
STACK TRACES/ ERROR MESSAGES ON WEB PAGESo

'Te> ^7 'i-
'Vp*0 r — C A fyJLA-fi <V 3» Q. bixqoO ^k ■'•n; ;• i* mi.1 ».i* .. Ui.... 'V'TOServer Erj^rin V Application.

Input firing was not in a corrva format.
- GJm

0-

'S7?VMOM •« »9«M SI* c-etxMli«(v« tui<t«
• o**nmt4Mr tour a ir»«r« fw »ac» *•» we mka4 trt* tiic*

.'OW«M g »•» M4 r* • t£**rxt

<91—rcr Inrr.

c'v
11 (!S?.ri^g. XiNullOrEopty(itrRcjType))

(«e<;Type No — Convert.TorntlfttvlfRegTypeJ.J,1 
Jtrlng Heg_ry«e * dt«egl$traUonrype._P/jw$Il)|'Reg_Type')-To

«r().OrtUKMl MO> It U..I iu

oLine 250: 
Line 251: 
Lino 252: 
Line 253: 
Line 254:

:<? < o- %
<0.<> •>-O 'vUm..,rwic^ ^AAJWr^C/.

T-UMk ft MM %<2/
<r, '

[ForeatExceptton: Input string was not In » correct for«at.|
Systeo.Muntoer.StringroNuebertStrlng str, MueOerStyles on.tlons. NunbirrBufferl number. NumberFo 
SystemfH>*ber.ParcelntJ2(St ring », NuabrrStylrt style^ fOjW)«rFor«JtInfo Info) «i;2 
SysteiS/lntl6.Parse(5trlng s, Nui^erStyles style. Nunb«?for»*lInfo Info) *25 
System,Convert.ToIntlMStrlng value) ♦*« x,
Prytl.EBP.Registration.Controls_»Uglstr*tlon_ctrll.Oetneglstr»tlonTypei) In c:\proJectt\BRA Po 

f J>r»l.eRP.«egistr*tlon.Controls Registritlon ctcK-Fage LoadlOPJect sender, EVentArgs e) In'c:
, VJ System.Web.UI.Control.OnLoadICventArgs e) **no-
}• Prol.ERP.Deg 1st rot ion. Regis t ration. OnLoodttyen I Args el In e:\pro)ects\BRA Portal\App CodevfQj

System.Web.UI.Control.LoadRecurslveO vd*/ ' " ^
System.Web.UI.Control.LoodRecurslvel) Mb2 ~<-
System.Web.UI.Control.LoodRecurslvefT .*182

%
T”v o

Ta

V'V

'V'% o
er vv

Server Error in Y Appllct^lbn.O •o >.Vo
-L-'T6 lllcgol ihnractcn in path's^ 'Y£■

'V1*1 ,J »«e «eC )«>v«u # ie\4»* >rw W>:tt Lv ixyr- ..W, *»KU I'^l-fOF * 4 AF\*-» »<• r>/0. ‘
■»

r.Me^Hm* 4XM Ao>«rr^f •'rtmr cl4/4.ten nfu** rl •T9. <9-v
A* W*M*l»* »ff»Mii*> wl I Pm *» IA* *,vr««| . *• ••«•»»* »yef-NM%fct >•« tel^lm Mt iicnlM *1 1h» •••••Ismr *«

r, '

V
U*.» l.l-e..ISA) iRm ecmtu**

a
O' / '1'1 Arguncn t Except Ion: Illegal characters In jfnh.)

5ystem.lO.Poth.ChecklnvalldPathChariiV.tlng path. Boolean checkAddltlonol) *14;og9l2 
System.10.Path.Comblne(Strlng pathl,String pathi) *50 o.
System.Web.Compilatlon.DlsV.BulldRe^v'ltCache.OetPreservedOotaflleNamefString cacheRay) *31 
System.Web.Compilation.UiskBulldRAtultCache.GctBundResult(Strlng cacheKey. VJrtuolPath vlrtua 
System.web.Compilation.Buildisarti^er .GetBulldResultFromCachelnternaKstrlng cafflieKey, Boolean k 
System, Web. Compilation. Bul\dfrlinag*r.GelVPaihBuUdResultFro«iCecheInternal l viesualPoth virtual Pa 
system.web.Compilation.Byildrfanager.oetvPotheundResullIntemailVlrtualPa:l! vlrtualPath, Boole 
Systen.web.Compilation,^UlfdManager.GetVPithBulldResullwUhNoAssertlHtt&'onttxt context. Virtu 
System. Web. Compilation, (nil IdHanager .GclVlr tualPalhOb ject Factory (Vi rtiiSIPaih vlrtualPath, HttpC 
System. Web. Comp ilst'ion. BuildHanager. Createlns t anceFroiWl r t ual Pa lh^ Virtual Path vlrtualPath, Typ 
System.Web,uI.Paga»andlerFactory.GetMandlerHelper(HitpContext context. String requestType. Vlr 
System.web.MatenlallieHandlerEkecutionStep.System.web.HttpAppllcatlon.lExecutlonStep.Executed 
System.Web.HttRApplicatlon.ExecutestepImpllIExecutlonStep step) *195
System.Web.If^tpApplteatIon.Executestep|lExeCutlonStep step, Booleant conpletedSynchronouily) ♦

:9

uo rv''o
<y

ao-
T-■bic* nil aunt x<e«crv«.uu-i f WMOVttslM* ImiMi , •>,

%'bn-
Qi (9 ;QTf 2/<?

V o\ '•>) o
<v b-*7 % &,7 <2

V'v



# *
e

e

O'o

V0 <
.0

O'

eO'
iy

■■

l“o>eO'coo
0>

6"-i4:
e

O'2j

c*

O'eoe
o/

V/'

0o
<d0)00->



Nv'

SECRET
Appex - VI

GUIDELINES FOR PREVENTION AGAINST WEBSITE EXPLOITATION
Summary of identified vulnerabilities, impact and prevention mechanism are as1.

under:-
ImpactVulnerabilitySer

Citizens' Private • Application API is returning private data such as 
CNIC along with names of citizens without any 
authentication checks.

a.
Data Leakage.

Cross Site Scripting 
(XSS).

b. • Website is vulnerable to XSS that can be used to 
hijack user sessions or change content of web 
pages.

Insecure Session 
Cookies.

• Session Cookies are lacking flags such as 
" Secure" and "httpOnly" that may lead to session 
exploitation.

c.

Stack Traces / 
Error Messages on 
Public Web Pages 
and ASP, NET 
Debugging 
Enabled.

d. • Stack Traces and debugging messages give

valuable information to attackers about underlying 

system during reconnaissance phase of attack.

is

Use of deprecated 
and vulnerable 

Script

• JQuery version 14 is vulnerable to XSS attacks.e.

Java
libraries.

2. Prevention Against Citizens Data Leakage. Application API's returning citizens 

be accessed by authorized persons only.

3. Prevention Against Cross Site Scripting

Filter input on arrival. At the point where user input is received; filter thea.

expected or valid input.

Encode Data on Output. At the point where user-controllable data is 

output in HTTP responses, encode the output to prevent it from being 

interpreted as active content. Depending on the output context, this 

might require applying combinations of HTML, URL, JavaScript, and CSS 

encoding.

Use appropriate Response Headers. To prevent XSS in HTTP responses 

that aren't intended to contain any HTML of JavaScript, use the Content- 

Type and X-Content-Type-Options headers to ensure that browsers interpret 

in the responses in the way the administrator intends.

Content Security Policy. Use Content Security Policy (CSP) to reduce the 

severity of any HTML of JavaScript, use the Content-Type and X-Content- 

Type-Options headers to ensure that browsers interpret the responses.

b.

c.

d.

SECRET
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4. Stack Traces / Error Messages on Public Web Pages and ASP, NET Debugging

is Enabled.

In production environment; output application errors be kept as log life rather ^ 

displaying on web pages to public.

Configure server-side technology stack to disable debugging in production 

environment.

Vulnerable JavaScript Libraries. Use the latest and secure version of JQuery. 

General Security Measures.

Upgrade OS and IIS web servers to latest version.

Website admin panel should only be accessible via white-listed IPs.

Complete analysis and penetration testing of application be carried out to 

identify potential threats on routine basis.

Compete website be deployed on inland servers including database and web 

infrastructure.

HTTPS protocol be used for communication between-client and web server. 

Application and database be installed on different machines with proper 

security hardening.

Sensitive data be stored in encrypted from with no direct public access.

Proper security hardening of endpoints and servers be performed and no 

unnecessary ports and applications be used.

Update antivirus tools / firewalls be used on both endpoints and servers to 

safeguard from potential threats.

Enforce a strong password usage policy.

Remote management services like RDP and SSH must be disabled in 

production environment.

Deploy web application firewalls for protection against web attacks.

Employ secure coding practices such as parameterized queries, proper input 

sanitization and validation to remove malicious scripts.

Keep system and networks devices up to date.

Long retention policy must be devised for at least 3x months on separate 

device, for attacker's reconnaissance.

a.

than

b.

5.

6.

a.

b.

c.

d.

e.

f.

g-
h.

i.

j-

k.

I.

m.

n.

o.
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