
SECRET
GOVERNMENT OF PAKISTAN 

CABINET SECRETARIAT, CABINET DIVISION 
NATIONAL TELECOM & INFORMATION TECHNOLOGY SECURITY BOARD

(NTISB)

No 1-5/2003 (NTISB-II) Islamabad 3 March, 2021

Subject Advisory - Prevention Against Exploitation of Website (Sindh Revenue

Board) (Advisor No.8)

^J/. Critical vulnerabilities have been identified in website of Sindh Revenue Board 

(https.//www srb.gov pk) that may result in database access and manipulation, 

-exfiltration of sensitive data, remote take-over of users’ sessions and website 

defacement Identified vulnerabilities (screenshots attached at Appex-I to Appex-XIII) are

A'2 SQL injection in database 

Citizen’s Data Leakage 

Cross Site Scripting

Unencrypted / plain text transfer of users’ credentials

Cross Site Request Forgery

Microsoft IIS Tilde Directory Enumeration

Internal IP Addresses and server-side paths disclosure

Session cookies lacking secure flags

Server / ASP Net version disclosure

Stack traces and Error Messages on web pages

Server-side technology stack documentation pages on public website

c.

d.

e.

f.

g-
h.

i.

J-
k.

Impact of above-mentioned vulnerabilities and guidelines for prevention are 

attached at Appex -XIV for compliance.

For any query or reporting malware, please forward the same on following email

addresses: -

asntisb2@cabinet.gov.pk

Forwarded for perusal and dissemination of information to all concerned and 

under command, please. \\

C-.CxV

(Ch Usm;
//'Major 
Firdous) 

ssistant SecreJtcfry-4] (NTISB)
\ Ph# 051-9204560

[y\ All Secretaries of Ministries / Divisions of Federal Government and Chief Secretaries

§1$
of Provincial Governments
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SERVER PATH; SERVER-SIDE INSTALLATION DIRECTORIES DISCLOSURE
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PMEw OC?T»kW»j•O |y
7 **r ,'iv- -v<f^?vext path=*/myvebapp* docSast-’VUsers^j^user/mywebepp/src/fialn/webapp" >! 

^Resources classfJarae-’org.sCache.namjrv^resources.VirtualDirContext"
extraResourcePaThs=

“/XES-INP/classes^/Users/trief.ief/rKyvebapp/target/classes" />
<Loa<3er classHarat-'org.apac^.,ci«-alrf\a.loader.VirxualWebappLoader* 

virTualClas5path=7U5ers»'tbeii-:er/wy«>ebapp/TarQet/classe5; -
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GET /1 - 1
Accept: text/htrr\ fapplication/xhu.l +-xir,l.application/xml;q=0, 
Accept-Encodi<fyg: gzip,deflate 
Host: e.srb^gos.pk . >
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o A.^

b> Apache 
™ Tomcat

'V
^^ji^'Apach
Software Foundati
o'ttp://www.apache.ore

A.

Mi 7
%c> Version 7.0.56. 

Sep 26 2014 <0
'V' rCr - -GLinks% Manager App

Av• Port, 1 Innif
• gAi'
• LiH

:q 'Ge- % (1uCIO;<>;i:iiu-i.v,

User Guide
<y

‘bO » liiriDd'ielmn . -Cr 
’ ConQqunnt
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i- BapJcnAi^LiiRnbr

b>o
• 11 [nr/-S1iic.;inn
. J i G-6

'Vb>
□ 80% •••V ■ • •• 5rb.gos.pk/:l'i-i7.i\r^.‘:i:-rft M CjG

» MenwryRealn) — This one is configured-ypthe default SCATM.INA tASE/ccnf 
/Mrver.!t»i. If you have not configured-lt differently, or replaced it with a 
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Appex-XIV

GUIDELINES FOR PREVENTION AGAINST WEBSITE EXPLOITATION

1. Summary of identified vulnerabilities, impact and prevention mechanism are as
under: -

Ser Vulnerability Detail Remarks
SQL Injection Database of website is vulnerable to SQL Injection 

attack; allowing attacker to view, manipulate and 

delete any record(s) in database.

Appex-Ia.

b Citizens' Data
Leakage

CNIC's and Name of citizens are easily brute-

forced against bogus NTN numbers
Appex-ll

Cross Site
Scripting (XSS)

Attacker can hijack 

(including those of admin users) and

manipulate content of web pages

sessions Appex-lllc. user

d. Username and
Password Sent 
in plaintext

Login / Registration pages are not using secure

HTTPS protocol; therefore, user credentials can 

be intercepted in plaintext in case of man In The 

Middle (MITM) attack

Appex-IV

Cross Site
Request Forgery 
(CSRF)

Appex-Ve Attacker can perform unauthorized actions on 

behalf of victim user, such as change of 

passwords or 

restricted data.

to otherwiseaccess

f. Microsoft IIS
i Tilde Directory 

Enumeration

Appex-VIFiles and folder names under web root are 

disclosed to attack.
Internal IP
Address
Disclosure

Appex-VIIg Internal IP address is disclosed in webpage HTML

h. Session Cookie 
lacking SECURE

Session cookie can be accessed on insecure 

channels (without SSUTLS)

Appex-VIII

flag
Server Path 
Disclosure

Server paths are disclosed, giving away Valuable 

information about server, file system and 

installation directories

Appex-IXi.

Server and ASP 
NET version 

Disclosure

Appex-XHTML responses contain headers which disclose 

server version and ASP.NET version, providing 

valuable information to attacker to plan further 

attacks

SECRET
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k. Stack Traces 

and Error 
Messages on 
Webpages

Stack traces pin point possible entry
paths

Appex-XI
points, disclose 

technology stack of server

andserver

I. Server / Tech 
Documentation 
pages on 
Production

Appex-XIIUnnecessary technical documentation is openly 

accessible, giving away important information 

about underlying server

2 Prevention against SQL Injection

Data that is received from external parties must be 

validated, such that only the value which passes the validation can be 

processed. It helps counteract any commands inserted in the input string.

Input Validation.a.

Use of Parameterized Queries. By employing parameterized queries, user 

input is automatically quoted and the user/attacker supplied input will not cause 

the change of the intent. This coding style helps mitigate an SQL injection 

attack.

Use of Stored Procedures.

b

Stored procedure can reduce the direct 

access to fractions of database, making it an essential asset of database

c.

security.

d. Escaping. Always use character-escaping functions for user-supplied 

input provided by each database management system (DBMS). This is 

done to make sure the DBMS never confuses it with the SQL statement 

provided by the developer. For example 

mysql_real_escape_string() in PHP to avoid characters that could lead to 
an unintended SQL command.

Avoiding Administrative Privileges. Application must not be connected 

to the database using an account with root access. This should be done only 

if absolutely necessary since the attackers could gain access to the whole 

system.

theuse

e

3 Prevention against Citizens Data Leakage. Applications API's returning 

citizens data must be behind accessed control checks such as a strong

authentication mechanism.

Prevention Against Cross Site Scripting4

Filter input on arrival. At the point where user input is received, filter as 

strictly as possible based on what is expected or valid input

SECRET
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b. Encode data on output. At the point where user-controllable data is 

output in HTTP responses encode the output to prevent it from being 

interpreted as active content. Depending on the output context, this might 

require applying combinations of HTML, URL, JavaScript, and CSS 

encoding.

A 4

Use appropriate Response Headers. To prevent XSS in HTTP 

responses that aren't intended to contain any HTML of Java Scri'pt, use the 

Content-Type and X-Content-Type-Options headers to ensure that browsers 
interpret the responses in the way you intend.

c.

d. Content Security Policy. Use Content Security Policy (CSP) to reduce the 

severity of any HTML of JavaScript, use the Content-Type and X-Content- 

Type-Options headers to ensure that browsers interpret the responses.

Prevention against Exploitation of Apache Tomcat Example Servlets.

Example servlets must not be present / accessible on production server.

b.

6 Prevention against Unencrypted Transfer of User Credentials. Transfer of

usernames and passwords and other private / sensitive data must be encrypted using 

encryption protocol such as TLS 1.2 or TLS 1.3.

Prevention Against Cross Site Request Forgery. The recommended and that 

most widely used technique for preventing CSRF attacks is known as an anti-CSRF 

token, also sometimes referred to as a synchronizer token. The characteristics of a 

well-designed anti-CSRF system involve the following attributes:-

The Anti-CSRF token should be unique for each user session.

The session should automatically expire after a suitable amount of time.

The anti-CSRF token should be a cryptographically random value of 

significant length.

The anti-CSRF token should be cryptographically secure, that is, generated 

by a strond Pseudo-Random Number Generator (PRNG) algorithm.

The anti-CSRF token is added as a hidden field for forms, or within URLs (only 

necessary if GET requests cause state changes, that is, GET requests are 

not idempotent).

The server should reject the requested action if the anti-CSRF token fails 

validation.

7

a.

b.

c.

d

e

f
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8 Prevention against Microsoft HS Tilde Directory Enumeration. Discard all web

requests using the tilde character and add a registry key name 

NtfsDisableSdoteNameCreation to HKLM\SYSTEM\CurrentControlSet\Control\ 

FileSystem. Set the value of the key to 1 to mitigate all 8.3 name conventions on the 

server.

Prevention against Internal IP Address Disclosure.9. Prevent internal IP

addresses from being displayed to users in any form.

Prevention against Session Cookies Lacking Secure Tags,10. Use Secure and

Http Only flags with session cookies for their protection from attacks leading to session 

hijacking or session fixation.

Prevention against Server-side Paths* Disclosure.11. This is important as 

server-side paths provide information about underlying operation system, its file

system, server-side technology and paths to sensitive data directories on server.i

Server and ASP.Net version Disclosure. Disclosure of versions of server and 

other server-side technology must not be returned in HTTP responses as this 

information helps attacker during reconnaissance.

12.

13. Prevention against Stack Traces and Error Messages on Web Pages.

Properly configure the application to log errors to a file instead of displaying errors to 

the user.

Prevention against Unnecessary Documentation Pages on Public Network.14.

Web server Must be upgraded to MS ISS V10.

General Security Measures15.

Upgrade OS and IIS webservers to latest version.

Website admin panel should only be accessible via white-listed IPs.

Complete analysis and penetration testing of application be carried out to 
identify potential threats on routine basis.

Compete website be deployed on inland servers including database and web 
infrastructure.

HTTPS protocol be used for communication between client and web server.

Application and database be installed on different machines with proper 
security hardening.

Sensitive data be stored in encrypted from with no direct public access.

a.

b

c.

d.

e

f

g
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h. Proper security hardening of endpoints and servers be performed and no 
unnecessary ports and applications be used.

Up dated antivirus tools/ firewalls be used on both endpoints and servers to 
safeguard from potential threats.

Enforce a strong password usage policy.

Remote management services like RDP and SSH must be disabled in 
production environment.

Deploy web application firewalls for protection against web attacks.

Employ secure coding practices such as parameterized queries, proper input 
sanitization and validation to remove malicious scripts.

Keep system and network devices up to date.

Long retention policy must be devised for at least 3x months on separate 
device, for attacker’s reconnaissance.

i.

J-
k.

I.

m.

n.

o.
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