
 

 

Examples of Successful Email Phishing 

Many successful email phishing attacks have been carried out in the past, which is 

why they continue to be used to this day. One of the many examples discovered by 

FBR related to phishing email is as follows:  

 

Dear Taxpayer, 

Federal Board of Revenue has identified an error in the calculation of your tax 

from the last payment, amounting to PKR 223,148.00. 

To return the excess payment, please click “Claim My Refund” below: 

Claim My Refund 

We are here to Ensure the correct tax is paid at the right time, whether this 

relates to payment of taxes received by the department or entitlement to 

benefits paid. 

Regards, 

FATE Wing FBR. 

  



 

 

There are other variations of this email intended to defraud the individual & 

taxpayer.  

 

Subject :  SHOW CAUSE NOTICE U/S 2(36(C) OF THE INCOME TAX 

ORDNANCE, 2001 READ WITH RULE 214 AND 220 OF THE INCOME TAX 

RULE, 2002 

Dear Sir, 

In exercise of the powers vested in me under clause (c) of sub-section 36 of section 

2 of the income tax ordnance, 2001 read with rule 214 and rule 220 of the income 

tax rules, 2002. It has been observed that the income tax filed by you does not 

match your known sources of income. The filing of your tax return under relevant 

provisions of the ordnance have resulted in suppression of income. You must at the 

earliest contact your Commissioner Inland Revenue for settling of the issue. 

 Download Observations Here / ںکری ڈلو اؤنڈ ںاہی  

 

Copy of the information to :- 

The Chairman FBR, 

3rd Floor FBR House, 

Constitution Avenue, G-5, 

Islamabad. 

email:  memberfate@fbr.gov.pk 

Ph: 051-9204379,051-9208285 

Fax: 051-9207172 


