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CABINET SECRETRIAT, CABINET DIVISION
NATIONAL TELECOM & INFORMATION TECHNOLOGY SECURITY BOARD
(NTISB)
No. 1-5/2003 (NTISB-II) __ Islamabad 4 May, 2015
Subject:- Phishing Email for Stealing Username / Password (Advisory No. 07) April 2015 -

Recently, several emails have been reported and evaluated that show a new trend in

fakefph_ishing emails for stealing username/password of targeted users.
L —

2 " Modus Operandi.

a. Emails is sent using fake IDs which impersonate official address of service provider
such as Gmail, Hotmail etc.

B Subject of the email tricks, lures or forces the user into entering username /

/ password on fake login pages thereby stealing the information.

c. Known / Reported Incidents. Some of the significant reported imidusance given

below:-

Ser | Subject of Email Email Sender impersonating | Annex
Official Address

Update your personal gﬂugte.sewice.manager@gmaii.cum Annex A
(1) | information

google.update.notification@gmail.com | Annex B

Unusual activity on serive_ update team@outlook.com Annex C

(2) | your mail account
- | Warning do_not_repply@hotmail.com Annex D
| (3) _

Violation of e-mail google. update.nitificatio@gmail.com | Annex E
(4) | security

Distrustful sign in from | google. update. Annex F
(®) | Israel stopped notification@gmail.com )

Google Security: no_reply@accounts.google.com Annex G

(6) | Access for apps has
been enabled
(7} | Multiple login Attempts service.updates.team@gmail.com Annex H

3. Recommendations. In order to enharﬁie security against attempts to steal passwords

following is suggested, please:-
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a. _.Avoid checking such spoofed e-mails/subjects and mark them as spam.

- b. Such emails may be forwarded on following email. address for ana
and suggesting their authenticity. Coordination may also be carried o1
051-9204560 for immediate action:-

(1)  eagle 1978@mail.com

(2) falcon09B@writeme.com
) E. Install well reputed antivirus / ﬁ-rewall software that block known phishing sit
(1)  Bitdefender Total Security. .
(2) | Kaspersky Internet Security.
(3)  Eset NOD32 Internet Security

d. Change password of the account immediately

e. Enable "Two Factor Authentication” in all email accounts. As en exar
procedure for enabling it in gmail is att as Annex |.

f. Before entering username and password on login pages, please ensure the
action is being carried out on actual pages. Verify the address in "address
of web browser as mentioned at Annex J.

g. Use chrome or firefox and install plugin® Web of Trust” to view rating of

before opening it.

4. It is requested that above mentioned information may be disseminated t
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(Iftikhai
Assistant Secretary (NT
Ph # 051-820.

.concerned in order safeguard against leakage of sensitive information.

All Secretaries of Ministries / Divisions of Federal Government and
PSO to Chief Secretaries of Provincial Governments
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Phishing (Fake Email) - 01
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Sub}ect' Llpdnu: yqur persuna} information

Dear User,

The a-mail sent lo you to inform you that we are enable to verily your account details.
This might be due lo either of the lollowing reason;

1. Arecent change in your personal information {e.g address, phone).

2. Submitting incorrect information during register process.

Cue lo this, to ensure that your email service is not interrupted, we reguest you corfinm
and updale your information by click on *Update Inlo’

Sinceraly

Gmall Member Servicas Team

Phishing (Fake Email) - 02

Anx A

Anx B

From: Admin System <go Mﬂ&ﬂlﬂ&diﬂ[] dgmall, com>

!ﬂ_-i-‘-‘.-'.éfl..“"ﬂ&*‘::?’efiiiﬂ' T e ey TR

Dear User,

The e-mail sent to you to inform you that we are enable to verily your account details.

This might be dus 1o sither of the Tollowing reasom;
1. A recent change in your personal information (e.g address, phone).
2. Submilling incorrect information during regisler process.

Due to this, 1o ensure that your emall service is not interrupted, we reques! you confirm
and update your information by click on 'Update Info’

Sincerely

Gmail Member Services Team
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ubject: Unusual activity en your mail account

Dear user,
At Outlook / Hotmaill your account safety is our '0p priority.
Please verify vour accoy nt for mail security,

Verify Here

Sincerely,
| Outlook Member Services Team

Recently, we have detected some unusual acti ONn Your account.

B bt

From: Microzoft Update crlo-not-w
S R T B g o =
Subject: Fw: Warning
Dear User,

e hereby announce to you that your emall account lias exceeded its storage lhinlt, You will be unabie to send and

emall account dick below link

hibpe iy teesoftowa, hpgoge b

recelve malls and your emall account will be deleted from oyr selver, To avoid this problam, you are advised to verfy vour

_



Phishing (Fake Email) - 05
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rom: gosogleadmin <go
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all secur]
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This mall s baing sent to you beceuse of violation of security breach that was detected by cur servers. Our servers
datected thet one of the messkge you have received from a contact has already Infected your mail with a dangeraus virys,

You can nolonger be allayed to send message er files to other user to prevent the speared of virus te other mail users,
Plzaze follow the link to parferm maintenance werk nesdad ta Improve the protection of mall service for us te verify and
have your sccount cleared agalnst this virus, - ]

Click Here

WARKIMGL Email cwvner whe refuses o upgrade thelr oocayn: within 48 hrs nolification of this upteto Wil parm

3 -,L'n:r
be deleted from aur databese snd can alzo lead to maltunc bonlng of the cliant wr user's acceunt and e will ot b=
responsible for loosing YOUF asdiuink
System Administrator
Anx F

Phishing (Fake Email) - 06
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ulject: Distrustiul =ign in From Israel stapped

Gogle

I~ HI

Distrustful sign in stopped

An distrustiul sign in altempl to your mall accounl was slopped on March 13, 2015 at
10:22:52 AM.

Tour mall account has been attempled for access Trom HaMerkaz, Israel us Ing 1P
address 137.132.210.68.

Te avald bliocking of Your mall account wee e your verlficat ion,

e
5 Hapey ammsiiing, 3
03 5 Gmail Team
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Anx G

@ Security: Access for apps has beﬂn enabled
AR, Al P

Gongle

Hi Mauman,

You recently chanued your security sellings so that your Geogle Accounl
nagman o] is e longer protected by mgdem security standards

I you did not make this change
Please review your Aceount AUty page ol golivity 1o ses if angthing lecks suspicious

Ilyou made this change

Please ba aware thal it is naw easier for an attacker te kol inte vour ceceunt You can makes
your account safar again by wideing this change at

Bl ey M&M@L&mﬁmu_m then switching to apps mads by Gocgls

such as Grwil 1o azcess vour acpoent,

ours sincerely,
The Google Aeceunts teamn

Thiz rradz a5 retal e (BRlAs Eormare iy ralizr, degits SR AL s Der

WrE ez elved (his mandituy 2l seevt e preee rrererd b vprels o aleg brponest oha

TETR I v Slga s st o sh a2ty

T IME R Iz, 100 ARRRei: Parkwey, Mourias view 4 ShTAL UTY

Phishing (Fake Email) - 08

From: "System Admin® <sery eundates team@omail coms
o, i Cra ey oy P R e e
Subject: Hultiple Hieqgal attempts

Ce:

Dear User, =

We discoversd a multiple illegal attempts on vour mail account from a different IP location,

moabile device or other location you've never used hefore.

For your protection update your IP location and secure your account with our new security update.

Update Here

Sinceraly
Gmail Member Services Team

2015 Gmail Ine. All Rights Reserved.




Verify URL in Address Bar
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Enabling two factor
authentication in gmail

Step 1 — Click on “Accounts”




Signlng in
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Signing in with 2-step verificalion
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Z-step verificalion

Keep the bad guys out

of vour account by using |

both your password ang
our phone,

Luasn maia




Step 4 — Enter password again and start setting
phone number and click Send Code. IN next
>creen, verify the code senft on mobile number
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Steps till here will enable youto sign in using a
code which is sent from google to your mobile
number, each time you sign in
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set of 10 codes. This will & B ImIER
enable 2-factor '
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Backup meithare 2

code which caht be used
next time. You wil
dependent on mobile
phone.
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Gackup codes 1

Keep these codes safe i
aﬁd generate new Eodeg Fenaminlgl gn fs 8 g
before they are finished L Pomhebirsrem

You have 10 unused codes
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Step 5 —You can print a Gt e i s ol i nd
set of 10 codes. This will SR SR T
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enable 2-factor
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Gockup codes B

Keep these codes safe _
and generate new codes i it g
before they are finished L S

You have 10 uaused codes
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