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	Overview
	Proposed solution
	(Criteria)/Compliance

	
	The  track and trace system shall enable marking, monitoring and tracking of tobacco products
	
	(Must)

	
	The  track and trace system shall be able to scale up and to cover other product categories, such as beverages (e.g. Soft drinks, Water, Juices, etc.), Cement, Fertilizers, Sugar
	
	(Must)

	
	The  track and trace system shall include serialized secure stamps on tobacco products with unique identifiers (UID), printed in both machine- and human-readable form
	
	(Must)

	
	UIDs shall be non-predictable (e.g. not sequential, randomized)
	
	(Must)

	
	The track and trace system shall include a system capturing and recording at the production stage the association of the stamp UIDs with a product defined by its SKU (Stock Keeping Unit).
	
	(Must)

	
	For domestically manufactured products using automated high-speed / high-volume production lines, the association of each stamp UID to its SKU shall be done automatically using online UID scanning equipment, to be provided by the bidder
	
	(Must)

	
	For domestically manufactured products using manual or low-speed / low-volume production lines, the association of each stamp UID to its SKU shall be done in a declarative form, using stamp batch UID for all imported products
	
	(Must)

	
	For imported products the association of each stamp UID to its SKU shall be done in a declarative form, using stamp batch UIDs
	
	(Must)

	
	Mobile control devices will check the genuineness of the stamps automatically, capture traceability information securely in both offline and online modes.
	
	(Must)

	
	System will have an interface allowing extraction of data in order to be transferred to a data warehouse of FBR
	
	(Must)

	
	The unique secure serial numbers for each tax stamp shall be printed at licensee premises.
	
	(Must)

	
	The serial codes shall be activated with related information connected to manufacturer line, brand, level of taxation and timestamp.
	
	(Must)

	
	Information regarding tax stamp/production/distribution / activation shall be reported
	
	(Must)

	
	Information regarding spoiled, lost, unused, stole tax stamps shall be captured and reported, enabling reconciliation of tax stamp inventory held by manufacturers 
	
	(Must)

	
	The results of inspections which will be done by the staff of controllers within the distribution channel shall be captured and automatically transmitted to the main server, from which reports shall be generated
	
	(Must)

	
	The Track and trace system shall include advanced authentication of all the different profiles on the system (login and password).
	
	(Must)

	
	The Track and trace system shall include control of activation equipment in the manufacturing plants
	
	(Must)

	
	The Track and trace system shall include control of controller activity and planning of inspection tours.
	
	(Must)

	
	The Proposer/bidder shall offer a solution on a turnkey basis absorbing upfront all capital and ongoing revenue costs
	
	(Must)

	
	The Proposer/bidder shall install servers at FBR Headquarters Islamabad.
	
	(Must)

	
	The Proposer/bidder shall provide rollout, training of FBR’s or enforcement forces on the Track and Trace mobile devices and also Activation at workstations in manufacturing plants.
	
	(Must)

	
	The Proposer/bidder shall provide training of FBR’s personnel to act as precursor trainers for the rest of the staff
	
	(Must)

	
	The bidder shall propose to FBR a general enforcement policy in order to face the presence of fake stamps, proven counterfeits, or non-application of the tax stamp on units of goods produced legally in Pakistan
	
	(Must)

	
	The bidder shall ensure availability of critical spares locally 24/7 through own office or local partner.
	
	(Must)

	
	The bidder must be able to arrange FBR teams’ visit to production units in existing live installations
	
	(Must)

	
	All brochures, manuals and training material along with the system in hardcopy and softcopy forms shall be provided in English language
	
	
	(Must)

	
	The bidder must provide installation and operation of stamps activation equipment on the production lines.
	
	(Must)

	
	The bidder must provide a detailed description of the functionality available for imported products.
	
	(Must)

	
	Tax stamp
	Proposed solution
	(Criteria)/Compliance

	
	The core material of the stamp must be in a printable anti-tampering substrate
	
	(Must)/

	
	The composition of the stamp will be such as any attempt of stamp removal will induce the crumbling of considerable portions of it (tamper evidence).
	
	(Must)/

	
	The proposed stamp size must be compatible with most label applicators in the market. The bidder must provide evidence of compatibility
	
	(Must)/

	
	The stamp must contain at least one overt security feature visible with a naked eye
	
	(Must)/

	
	The stamp must contain at least one forensic feature
	
	(Must)/

	
	The stamp must contain at least one covert feature
	
	(Must)

	
	The stamp must contain an optical variable feature which polarizes the light so that visual effect can be easily controlled by the mean of simple polarising filter.
	
	(Must)

	
	The stamp must be overprinted with a unique code such as a data-matrix or equivalent readable by the mobile reader
	
	(Must)

	
	At least one (1) special security feature must be embedded in the stamp and readable by the mobile reader, allowing a high security authentication of the stamp and acting as a key for authorizing the reading of the identification matrix.
	
	(Must)

	
	The stamps will be overprinted with a colour mark allowing the differentiation between 3 levels of taxes
	
	(Must)

	
	The stamp will be delivered in stacks, or in rolls of not less than 25 000 stamps
	
	
	(Must)

	
	The stacks or rolls will be compatible with most stamping machines.
	
	(Must)

	
	Track & Trace Solution
	Proposed solution
	(Criteria)/Compliance

	
	The system must ensure that all products for the Pakistan market that are domestically produced using automated high-speed / high-volume packaging lines bear the required tax stamps and automatically issue an alert in case of non-compliance
	
	(Must)/
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	Each stamp UID will be recorded in the main database with following information: tax level, SKU, line number, plant number and machine footprints.
	
	(Must)/

	
	The system must include functionality enabling planning of control tours by FBR auditors using mobile devices.
	
	(Must)/

	
	The control devices for FBR auditors must record the UID of the controlled tax, with geo localisation and time
	
	(Must)/

	
	The control devices for FBR auditors must automatically and transparently switch from online to offline mode when cellular signal is no more available
	
	(Must)

	
	An exhaustive reporting tool to FBR analysts and auditors must be provided. A general dashboard will present online statistics on activation quantities per level of tax, regions and manufacturer. A second dashboard will show on a map of Pakistan the places where fake, smuggled or non-duty/tax paid products have been detected by the enforcement personnel.
	
	(Must)

	
	The bidder shall provide an accounting and reporting system for the tax stamps, facilitating invoicing of due taxes by FBR to the manufacturers and importers.  Manufacturers (via the proposed system) will order from Licensee provisional quantities of stamps of the different tax values according to the produced brands. At activation step, produced quantities will automatically be affected on the account of the manufacturer and/or importer with the corresponding tax class. The manufacturer and / or importer will later receive from Licensee a receipt of the activated stamps, which will be used by FBR to determine the expected amount of tax to be paid. This receipt will be joined by the manufacturer / importer at the time of tax payments.
	
	(Must)

	3.
	Order processing of manufacturers / importers
	Proposed solution
	(Criteria)/Compliance

	
	Tax stamps production and tracking
	Proposed solution
	(Criteria)/Compliance

	
	Tax stamps shall be delivered in boxes that carry barcodes with unique IDs to enable scanning at delivery
	
	(Must)/

	
	Unique IDs of boxes shall be associated to the UIDs of the tax stamps contained in each box in order to track stamp movements by single scanning or to enable batch activation
	
	(Must)/

	
	Tax stamps activation by the manufacturers / importers
	Proposed solution
	(Criteria)/Compliance

	
	The bidder must ensure that the activation is performed using procedures and equipment that has minimum impact on the packing workflow of the manufacturing lines
	
	(Must)

	
	The UID of each stamp applied on by domestic manufacturers for the Pakistani market on automated high-speed / high-volume production lines must be captured and recorded in the central database using automated scanning equipment to be provided by the bidder. Data to be recorded for each UID must include the brand, plant, level of tax and timestamp (date, hour, minute, second)
	
	(Must)

	
	The UID of each stamp applied on products that are imported or domestically produced either manually or using low-speed / low-volume production lines must be captured and recorded in the central database using their “batch” number, that is via the unique ID printed on the box of tax stamps used. Data to be recorded at the batch level must include the brand, plant, level of tax and timestamp (date, hour)
	
	(Must)

	
	Stamping machines
	Proposed solution
	(Criteria)/Compliance

	
	The stamps must be compatible with high speed stamping machines.
	
	(Must)

	
	The bidder shall submit evidence of the compatibility of their stamps with at the least 2 (two) reputable qualified stamping machine manufacturers. Irrefutable evidence of compatibility between similar stamps and the stamping machines shall be provided by the Bidder
	
	(Must)

	
	The bidder will supply reasonable quantities of blank stamp rolls to the manufacturers to allow them to select the best suitable stamping machine for their production line and to conduct live test on their lines.
	
	(Must)

	
	Communication link between manufacturing plants and FBR data warehouse
	Proposed solution
	(Criteria)/Compliance

	
	The licensee must provide the dedicated secure VPN infrastructure in order to establish the link between the provided in-factory equipment and the FBR data warehouse.
	
	(Must)

	
	Pricing requirements
	Proposed solution
	(Criteria)/Compliance

	
	The licensee shall bear the operational costs in order to maintain the whole functionalities of the system in all the locations (FBR, manufacturer, enforcement forces)
	
	(Must)



image1.jpeg




